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CHROME EQUIPMENT ACTION 
	EQUIPMENT/SUBJECT: 
Wire Test Set
	DATE SUBMITTED: 14 Feb 96

	ACTION ASSIGNED TO:
Tom Kowalski
	ORIGINATOR:  SGT Tom Kowalski

	STATUS:    Closed
	ACTIVITY:  Cecil Field


                                                                                      FAX:

	                                                                 
                                                           
	PHONE: 904-778-5931

	
	FAX:  860-5449

	
	E-MAIL:


DESCRIBE THE PROBLEM:

Current virus scan program dated 3 Jul 92.

DESCRIBE IMPACT IN TERMS OF MISSION READINESS, SAFETY, MAN-HOUR EFFICIENCY OR COST AVOIDANCE/SAVINGS:

Crash of hard drive due to software viruses well documented.  Mission readiness affected due to work stoppage and excessive person-hours.

PROPOSED SOLUTION:

Initiate installation of updated virus scan at lease as often as meter calibration cycle.

EXECUTIVE SUMMARY:

CORRECTIVE ACTION/RESULTS:
Wire Test Set users should obtain IBM Norton Antivirus Software, official anti-virus that was obtained by Defense Information Systems Agency for DOD use.  The software can be obtained from INFOSEC at Internet site http://infosec.nosc.mil, from the Naval Electronic Bulletin Board System at 1-800-494-9947, or by calling the INFOSEC help line DSN 563-2030, ext. 5426.

15 Jan 97 - Message from Major Cox states that upon visiting Internet site the opening screen for down loading this program gives the following disclaimer.  "Most of the material on this server has been collected via the internet from anonymous FTP sites all over the world.  No effort has been made to verify that the software thus obtained is free from viruses, Trojan Horses, or other forms of malicious programming.  No effort has been made to verify that the software performs as its authors claim...” Virus detectors that do not detect a known threat are unacceptable.   

31 Mar 97 - NAWCADLKE, AWSE Commodity Team Leader, Dan Preissman, 732-323-2844, will provide "state of the art" virus scanning software upon request.

9 Sept 97 - Anti-virus software is available through NAWCADLKE ADP Group by connecting to HTTP://WWW.LAKEHURST.NAVY.MIL/ADPSEC/VIRUS.HTM.  Contact Mr. Dan Preissman at above phone number if necessary.  Recommend closure.  

22 April 98 – The Executive Steering Committee (ESC) recommends keep open – need is valid utilizing anti-virus software.

1 July 98 – Action reassigned to Tom Kowalski

12 Aug 98 – Jay Losee to research why action still open.  Use Norton Anti-Virus Software.  Recommend closure.

22 Sept 98 – Tried to download an anti-virus program on to Wire Test Set (WTS) at NAS Brunswick. Since WTS is not a Windows based program and anti-virus is, could not download.  There are no DOS anti-virus programs. T. Kowalski is working on making WTS a windows based program.

3 Nov 98 – T. Kowalski received DOS anti-virus program and will verify it on a WTS. If the program works will notify Fleet to contact T. Kowalski for copy.

9 Feb 99 - Attempting to locate a “self-extracting” DOS-based anti-virus program.  Program should be able to automatically load from the DOS C:> (C prompt) and after 3 months, ask user for an update disk.  Once available, the Anti-virus program and regular updates will be available at http://www.lakehurst.navy.mil/cse/projects/chrome. 

27 May 99 - 20 Copies of an “updated” virus scan were handed out at the CHROME Conference 4-6 May 99.  The virus scan will be placed on the CHROME web site.

17 Jan 00 – Tom Kowalski to provide write-up.

25 May 00 - The virus scan is available in 6 files at the PMA-260 web site: http://pma260.navy.mil/cse/projects/chrome/.  These files also include a screen saver that will “blank” the screen after several minutes of inactivity.  

14 Jun 00 – The AWSEC team at NAWCAD Lakehurst, NJ will coordinate with NAVAIR PMA-260 to establish policy for updates for future computer virus protection for the WTS.

Dec 00 – No Action

Mar 01 – No Action

April 02 – The virus scan currently used on the WTS is no longer available.  This is an issue during the upgrade/replacement of the WTS.  Until determination of an upgrade or replacement of the WTS is determined, RECOMMEND MONITOR.

March 04 – This action CHIT is rolled into CHIT 04-ILV-01, Wire Test Set. Recommend closure.

11 March 04 – Recommend closure- combine this CHIT with 04-ILV-01 WTS ECP proposal. ESC Approved.

